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Confidentiality Policy

The aim of this policy

We value and respect all information given to us by parents, children and visitors and take steps to protect their confidentiality. We are aware of our responsibilities under the GDPR 2018, Data Protection Act 1998 and the Freedom of Information Act 2000, and we abide by all legal parameters with regards to confidentiality. 

Information and records 

Providers must maintain records and obtain and share information (with parents and carers, other professionals working with the child, and the police, social services, and Ofsted as appropriate) to ensure the safe and efficient management of the setting, and to help ensure the needs of all children are met. Providers must enable a regular two-way flow of information with parents and/or carers, and between providers, if a child is attending more than one setting. If requested, providers should incorporate parents’ and/or carers’ comments into children’s records. 

Records must be easily accessible and available (with prior agreement from Ofsted, these may be kept securely off the premises). Confidential information and records about staff and children must be held securely and only accessible and available to those who have a right or professional need to see them. Providers must be aware of their responsibilities under the GDPR 2018 and Data Protection Act (DPA) 1998 and where relevant the Freedom of Information Act 2000. 

Providers must ensure that all staff understand the need to protect the privacy of the children in their care as well the legal requirements that exist to ensure that information relating to the child is handled in a way that ensures confidentiality. Parents and/or carers must be given access to all records about their child, provided that no relevant exemptions apply to their disclosure under the DPA26. 

The GDPR 2018 and Data Protection Act 1998 (DPA) gives parents and carers the right to access information about their child that a provider holds. However, the GDPR and DPA also sets out specific exemptions under which certain personal information may, under specific circumstances, be withheld from release. For example, a relevant professional will need to give careful consideration as to whether the disclosure of certain information about a child could cause.
Procedures to protect confidential matters

Staff, parents, outside agencies and children will be provided with an appropriate, private room when confidential matters need to be discussed. Confidential matters may include any issues of a child protection nature, staff grievances and disciplinary meetings, staff appraisals and complaints. Information will only be shared on a need-to-know basis. 

All computers/tablets used by the setting will be password protected. Only staff authorised by the settings management will have knowledge of the passwords to protect the children’s and staff’s electronic records. The setting’s laptop and tablets will be stored in the office when not in use.
Records relating to individual children must be retained for a reasonable period of time after they have left the provision. These records will be kept in a filing cabinet, in the office, to ensure that they are secure and kept confidential. Staff personnel files will also be kept in a locked filing cabinet to ensure that they are kept private and confidential.
The setting is protected by a keypad security system. This ensures that no unauthorised people can access any confidential information for example children’s or staff personal information by means of entering the building. When the office, where all nursery files are kept, is unoccupied, the door will remain closed and the keypad system active. 
Staff members are not permitted to discuss any child or confidential matters outside of the setting. Staff members are not permitted to discuss any information about the setting to any unauthorised person. The settings confidentiality policy applies to all parties involved in the setting including staff, the management committee, parents, and outside agencies. 
Confidentiality and safeguarding 
Information of a safeguarding nature will only be shared will relevant professionals and parents, where appropriate. 

Whilst it is good practice to share with families your intention to make a referral to Children's Social Care about their child's welfare, it is not a prerequisite.
In some circumstances you should not inform the family about the referral. For example, where evidence of abuse is likely to be removed or where a child will be placed at increased risk when parents have this knowledge.
Information must be collected from agencies who know the child for these decisions to be made and consent is not required for this activity. These are statutory requirements under the Children Act and thus covered by the GDPR 2018 and Data Protection Act 1998, Schedules 2 and 3. 
When a child is assessed as in need of protection then consent to share information between agencies remains desirable but is not essential. The safety of the child is paramount. 

Share with consent where appropriate and, where possible, respect the wishes of those who do not consent to share confidential information. You may still share information without consent if, in your judgement, that lack of consent can be overridden in the public interest. You will need to base your judgement on the facts of the case.

Consider safety and well-being: Base your information sharing decisions on considerations of the safety and well-being of the person and others who may be affected by their actions.

Necessary, proportionate, relevant, accurate, timely and secure: Ensure that the information you share is necessary for the purpose for which you are sharing it, is shared only with those people who need to have it, is accurate and up to date, is shared in a timely fashion, and is shared securely.

Records of the decision and the reasons for it will be kept – whether it is to share information or not. If you decide to share, then record what you have shared, with whom and for what purpose. If you decide not to share, then record why. 

References to other relevant policies

Safeguarding policy

Whistle-blowing policy

Recruitment of Ex- Offenders policy

Complaints policy

Staff disciplinary procedures

